Hwéng dan Port forwarding, Port, NAT va DMZ

Pay |a bai hwéng dan co ban vé Port forwarding vi day 1a cai viéc khé khan nhat dé cé thé phat
huy strc manh cla phwong phap chia sé bang Bittorrent. Ngay tir ngay dau st dung torrent client
minh d3 toan tinh tlr bd hinh thirc nay it nhat 14 1 1an vi kha phirc tap, nhwng khi hoan tat cong

viéc thi qua rat tuyét v&i nén minh share cai nay cho cac newbie d& cuwc nhoc.

NAT la gi?
Nhw ching ta biét, trong hé théng mang may tinh thi qua trinh chuyén ddi dia chi mang (Network
Address Translation - NAT ) 14 cong viéc lién quan t&i viéc ghi lai cac dia chi nguén gbc/diém téi

cla cac goi div liéu van chuyén qua Router/Firewall ta goi 1a NAT.

Port forwarding la gi?

Port forwarding la qua trinh chuyén mét port cu thé trong hé thédng mang cuc bd LAN tlr mot
client/terminal/node qua mét client/terminal/node clia mét network khac, diéu nay sé cho phép cac
clients/terminals/nodes bén ngoai c6 thé truy cap vao clients/terminals/nodes trong mang LAN
bang cach st dung cai port d6 tir bén ngoai thdng qua cai Router/Modem/Firewall d& mé& chirc

nang NAT.

Nhw vay, cac may tinh tlr xa (may vong quanh thé gidi trén internet 4y) sé str dung Port forwarding
dé két ndi véi mot may tinh khac trong mang LAN va day cling chinh & cach ma cac chwong trinh
Torrent str dung dé chia sé file gitra 2 may tinh vé&i nhau nén ta con goi la peer to peer (PP)

sharing dé.

Port la gi?

Khi chuing ta két néi vao Internet thi cé rat nhiéu dweng van chuyén di liéu khac nhau dwoc st
dung, may vi tinh s& am thAm diéu hanh mét cach chinh xac cac cong viéc van chuyén dé théng
qua réat nhiéu port khac nhau. VD: Giao thtrc MSN hay dung cac port: 6891-6900, Giao thirc HTTP
thi hay dung port 80...

ADSL Router/DSL Router lién quan gi?

Chung ta can lwu y la cac DSL/ADSL Router sé phan may tinh ching ta ra lam 2 vong:

- Vong 1 thi la Private LAN, cac may tinh trong Private LAN nay thi goi la cac Local IP, Private IP.
Cac Private IP nay néu dwoc modem cép phat tw ddng thdng qua chre nang DHCP thi goi la IP

doéng, khi ta Forward port thi can dién vao mét IP ¢b dinh con goi 1 IP tinh.



- Vong 2 la WAN (Wide Area Network), tai day thi cac IP dwoc nha cung cép dich vu nhw
FPT,Viettel, VDC,Netnam cung cap cho ta dé két ndi ta ra Internet. Tuy theo géi dich vu ta sé cé IP

tinh (cb dinh) hay IP déng (thay dbi méi khi tt modem).

Céc router nay sé chiju trach nhiém trong viéc diéu khién lwu lwong div liéu téi cac may tinh khac
nhau connect v, né ciing st dung chirc nang Port forward dé diéu khién cac goi dir liéu tdi cac
may tinh khac nhau théng qua cac port. Cac router nay thwéng tich hop thém Firewall d& ngan
ch&n cac cudc goi (ludng truy cap) infout ngoai ludng khéng khai bao vi vay khi ching ta lam céng
viéc Port forward chinh la ta khai bao Iu6ng truy cap dé cac goi di¥ liéu khdng bi chan lai khi

download/upload torrent.

Vi du day, khi ta da khai bao mé port 6881 thi cac goi dir liéu (xanh) sé dwoc router chuyén vé
dung may dich. Nhwng cai port 1111 chwa khai bao va cai IP 192.168.0.1 va 192.168.0.2 khéng

phai la IP cua Router nén cac goéi dir liéu bi loai bé (xem hinh).

Public IP Local (Private) IP
192.168.0.1
Your PC
WAMN {"[: 217.202.89.4
Internet T‘I Router

Addressed to: 217.202.89.4:6881
Addressed to: 217.202.89.4:1111

® Addressed to; 192.168.0.1:6881 192.168.0.2

Another PC

Let's assume you have port 6881 all set up to correctly forward to Your PC, but you've not
setup 1111 to forward anywhere,

The router knows whal to do with thes packel.

The router doesn't know what to do with the packet and so discards it.

The router's IP is nol 192.168.0.1 or 192.168.0.2, so theewill never even reach your router,

Port forwarding
Hién tai chung ta thay cé rat nhiéu loai DSL/ADSL Router va tat nhién méi loai lai cé giao dién
ngwdi dung hoan toan khac nhau khi ciu hinh cai pord forwarding. Do vay ban can mé tai liéu st

dung clia modem ra xem cach truy cap vao trang cai dat nhuw thé nao.



Vi du cai LINKSYS:
- IP address is 192.168.1.1 va ID, password mac dinh nhw sau:
username = admin

password = admin

Thong thudng, cé hai cach d& mé port may minh ra Internet nham truy cap qua lai gitra cac may

tinh trong LAN va ngoai Internet trén hau hét cac DSL/ADSL Router 1a DMZ va port forward.

- DMZ: khi thém (add) mét IP (m6t computer) vao DMZ thi lap tirc cai may co IP d6 sé mé hét cac

cbng ra Internet, tirc 1a s& chang con firewall niva.

- Port forward |a viéc can thiét & mé clra gitra may minh (seeder/leech) va may ngudi kia
(peer/leech) dé dat dwoc tdc do transfer gitra hai may mot cach tdi wu (cao nhét). Pa sb cac DSL
Router hodc DSL Modem c6 NAT déu st dung firewall d& chan cac dong truy cap tlr cac may
trong LAN (internal network) v&i mang Internet, mét dwdng mon dwgc dao (open/ forward) xuyén
qua firewall d& cac may tinh trong LAN c6 thé truy cap vao dwoc véi may tinh ngoai Internet thong

qua 1 cdng (port) xac dinh ta goi la port forward.

Chinh vi vay port forward la giai phap an toan hon khi mé& cdng may minh véi Internet cho du khé

céu hinh hon sir dung DMZ vi chi c6 1 port (ho&c vai port) dwoc mé.

Néu may ban c6 chirc ndng DMZ thi Enable né va add mét IP vé chd dé (vi du: 10.0.0.7), sau dé



vao phan Network Connection clia Microsoft Windows va dién cai IP nay vé cho LAN Connection:
Right click vao Local Area Connection--> Internet Protocol (TCP/IP) -->dién cai IP, subnet mask,

default gateway.

VD ctia minh:

IP address: 10.0.0.7

subnet mask: 255.0.0.0

default gateway: 10.0.0.2 (cai ni la cia ZOOM modem)

Preferred DNS Server: 203.162.4.190 (VDC) / 210.245.31.130 (FPT) / 203.113.131.1 (Viettel)
Alternate DNS server: 203.162.4.191 (VDC) / 210.245.31.10 (FPT) / 203.113.131.2 (Viettel)
Déc biét ku nay chay cuwc nhanh tédng cho may 8 day

Preferred DNS Server: 208.67.222.222

Alternate DNS Server: 208.67.222.220

M4y cai DNS nay minh 14y theo Origin 1a ctia luxubu cung c4p.
Néu khoéng cé chirc ndng DMZ thi ban phai lam port forward, cai nay tuy theo tirng Version
modem sé& c6 cach lam khac nhau. Ban 1at mat sau xem Modem cla ban ¢ serial Ia bu nhiéu rdi

vao day xem cach mé port nhé: http://www.portforward.com/english/routers...routerindex.htm

Chi c6 cach mé port thi ban download file bang torrent mé&i nhanh dwoc vi hai may communicate

dwoc véi nhau, tuy nhién téc dd down ciing dwa vao téc dd ban up 1&n doé nhé. @

ChUc cac ban thanh cong. &
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